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Purpose

The purpose of this white paper is to provide customers, partners, and stakeholders with a
transparent view of JobTarget’s security practices. It outlines the technical, administrative, and
procedural measures we implement to ensure the confidentiality, integrity, and availability of
customer data. This document supports our commitment to security, trust, and regulatory
compliance.

Executive Summary

At JobTarget, security is a foundational pillar of our platform and operations. We understand that
our customers entrust us with sensitive data, and we take that responsibility seriously. This white
paper summarizes the safeguards we’ve put in place to protect customer data across our
infrastructure, applications, and operations.

We maintain a comprehensive security framework that includes proactive monitoring, strong
encryption, incident response protocols, access control, and regulatory compliance. Our practices
are aligned with industry standards such as ISO/IEC 27001 and PCI DSS, and we maintain
adherence to global privacy regulations including GDPR and CCPA.

With a dedicated security team and mature governance model, JobTarget delivers a secure,
resilient, and trustworthy platform for all users.

1. People & Culture of Security
Security Commitment

Security is embedded into the core of JobTarget’s culture. All employees receive ongoing training,
background checks during onboarding, and are expected to uphold our strict internal security
policies.

Dedicated Security Team



JobTarget employs security and privacy professionals with expertise in areas such as application
security, infrastructure, compliance, and risk management. This team continuously monitors and
evolves our security measures.

2. Infrastructure & Application Security
Hardening & Patching

Systems are hardened using industry best practices, and security patches are applied promptly—
typically within 24 hours for critical vulnerabilities.

Vulnerability Management

We maintain a proactive vulnerability management program, including internal scans, penetration
tests, and third-party audits. Remediation follows a strict SLA based on risk level.

Penetration Testing

An annual third-party penetration test is performed. Identified issues of medium severity and above
are remediated promptly.

Monitoring

Real-time monitoring and alerting systems are in place across our infrastructure. Logs are secured,
access-controlled, and retained for a minimum of 6 months to support incident investigations.

3. Incident Management

JobTarget has a formal Incident Response Policy aligned with ISO 27001. In the event of a security
incident:

e Customers are notified within 24 hours of discovery.
e Regular updates and a detailed final report are provided.

e Lessons learned are incorporated into future prevention strategies.

4. Security Architecture & Data Protection
Data Encryption
¢ InTransit: All communications are encrypted via HTTPS/TLS.

e At Rest: Customer datais encrypted using industry-standard encryption algorithms (AES-
256).

Key Management

Encryption keys are securely managed, rotated annually, and are customer-specific.



Access Control

Strict access controls are enforced at every level, with multi-factor authentication and role-based
permissions.

Third-Party Access

All third-party connections require formal approval and secure configurations. External parties are
granted access only as necessary, and under stringent controls.

5. Data Management
Usage & Retention

JobTarget does not sell or share customer data for advertising. Data is used solely to deliver and
improve services. Upon termination, all customer data is securely deleted in accordance with our
service agreement.

6. Compliance & Privacy
Certifications

e [ISO/IEC 27001:2022: Validated implementation of a robust Information Security
Management System.

e PCIDSS: Adheres to secure handling of payment data, independently verified.
Privacy Regulations
e General Data Protection Regulation (GDPR)

e California Consumer Privacy Act (CCPA)

7. Trust & Transparency

JobTarget is committed to maintaining the highest standards in data security, regulatory
compliance, and service reliability.

For more details on our compliance and trust commitments, visit our Trust Center:
https://www.jobtarget.com/jt-trust-center
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